£0 



36 




SMART 
CARD 
INTERFACE 



KEY 
INTERFACE 



ROUTE MANAGER COMPUTER 



40 



34 



32 



LOCK 
CONTROLLER 



ENCLOSURE 



FIG. 1 



SMART CARD 



EXTERNAL 

ROUTE 
MANAGER 
PROGRAM 
COMPONENT 



38 



56 



KEY 



30 



SMART CARD 
INTERFACE 



ROUTE MANAGER COMPL 
<- 36 



34 



TER 




r 40 



PROCESSING 
UNIT 



MEMORY 



INTERNAL 

ROUTE 
MANAGER 
PROGRAM 
COMPONENTS 



ROUTE 
MANAGER 
DATABASE 



54 



-52 



58 



60 



DISPLAY 



INPUT DEVICE 



62 



FIG. 2 



□□□□□□□ 
□□□□□□□ 
□□□□□□□ 
□□□□□□□ 



FIG. 3 



30 



go 



iy 
»J1 

n 

£* 

ru 
in 

y. 



34 



ROUTE 
MANAGER 
COMPUTER 




KEY 

,KEY IDENTIFICATK 

ENCRYPTED LIST OF PINS 

IDENTIFICATION OF AUTHORIZED 
ENCLOSURES 

'NUMBER OF OPENINGS ALLOWED 



^ALID TIMES OF DAYS FOR OPENINGS 



KEY EXPIRATION DATE 

INTERROGATION RESPONSE CIPHER / 
VARIABLES 

RECORD OF KEY ACCESSES (KEY 
IDENTIFICATION AND DATE/TIME) 



/ 



FIG. 4, 



32 



LOCK 
CONTROLLER 



32 




LOCK CONTROLLER 

ENCLOSURE IDENTIFICATION 

INTERROGATION QUESTION CIPHER VARIABLES 

.RECORD OF KEY ACCESSES (KEY 
IDENTIFICATION AND DATE/TIME) 



FIG. 5 



P3 

m 

B 



□ 

in 
□ 



o 
o 









UJ 




CD 




< 


H 


Z 


cm 


< 


TA 




co 


LU 


1- 








O 


V 


on 





LU 






ICAT 


ORD 


— ► 


i- 
z 






LU 


CO 




X 


CO 




H 


< 






CL 




< 







>- 




LU 








Q 


^ — 


< 
o 




i 


LL^ 


z 




Z> 





CD 

O 
Li. 



Q 
Z 

LU 



* # 



ROUTE MANAGER PROGRAM 

FILE _DATABASE CONFIGURATION REPORTS HELP 



LOAD 



UNLOAD 



REPORTS 





HELP 




EXIT 



01/01/2000 



FIG. 7 



START 
LOAD KEY 



1 


r 


DISPLAY LOAD KEY USER 
INTERFACE 




r 


DETECT KEY 




r 


SELECT KEY 




r 


READ NEW 
CONFIGURATION 
SETTINGS 




r 


UPDATE CONFIGURATION 
SETTINGS 




r 


UPDATE LIST OF 
ENCRYPTED PINS 




r 



130 



132 



134 



/-136 



^138 



J 



140 



RETURN 



FIG. 8 



LOAD KEYS 



KEY ID 


ROUTE EMPLOYEE NAME 


NUMBERS 


LUMBERS 


AND NUMBER 




K0001 


R0001 


JOHN SMITH - E0001 




K0002 


R0002 


JANE DOE - E0002 




K0003 


R0003 


JIM JONES - E0003 




K0004 


R0004 


JOHN DOE - E0004 




K0005 


R0005 






K0006 


R0006 






K0007 


R0007 






K0008 


R0008 






K0009 


R0009 






K0010 


R0010 





HELP 



-KEY ACCESS TIME 

START TI ME STOP TIM E 
[BAM 3 I6PM U 



NUMBER OF USES- 



|250 



KEY EXPIRATION 



(WEEKLY ~U 



GO 



CANCEL 



FIG. 9 





Q 



ru 



□ 

s fcr 

m 



FIB'- 

Fl& 



si 



lilt h 



_ra_ 



=1 




^ 5 * 



A 1 



^ If 



IT 



s 



is 



-K- 



TO* 



5 5 i S « < " « S S V 5< 5 55 < « < 



u g 



8l 



A 



3*1 



O 

Li. 




r 

& 



Mil 



££££££££ E££s:2£:2S: *ls|«5i 



|£ ; ? x sis- sieeiei 

1 tffltt 



"5 



,nhr 



A 



_>S^V 



Mil 



,.8 



° a 

H4 5 - 



-PEL. 



8 1 






a ti 






e 





.1 °i 



5) * 
_PH_L 



g 

LL 




L 



32 



LOCK 
CONTROLLER 



AUTHENTICATION REQUEST SIGNAL^ 



-200 



RECORD OF KEY ACCESS AND . 2 02 
VARIABLE INTERROGATION SIGNAL./ 



INTERROGATION RESPONSE SIGNAL, 



-204 



ACCESS REPORT SIGNAL 



206 



FIG. 13 



UJ 
_J 
— i 
O 
C£ 
h- 

o 
o 

o 
o 

_J 

A 
I 

a: 

LU 

I 

I 

o 

I— 

z 
K o 

LU o 



o 

Q_ 



>- 
LU 



O 

o 

CM 



0£ 

LU 



-4 O 

< a: 



CO 

co 



O 
O 

LU O 
3 O 

a — i 

LU A 

a: • 
z * 

^ LU 



<o 
o a: 



LU 
X 



o 
o 



< 



LU 




LU CH 
_J LU 

m H 

Q O 
Z O 

<>- 
CO LU 
CO ^ 
LU A 
O " 

o a: 



< 
>• 

LU 
XL 



LU 
_l 
_l 

o 
a: 



O z 

Q O 

en o 

O * 

o o 

lu o 

a: _j 



CD 
O 

eg 




LU 



n 

CO o 
LU O 
CO 



o 
o 



o 

£L _ 

CO A 

LU ^ 

Z LU 



O 

a: 
i— 



< 
o 
o 
a: o 
ct o 



LU 



>- 

LU 



LL 



< 
z 
o 

CO 
H 

a: 
o 

D_ 
LU 

a: 

CO 
CO 
LU 



a: 

LU 
_J 
_l 

o 
a: 



o 
o 

>- 

LU 
*L 

A 
i 

LU 
_1 
_J 

o 



o 
o 

o o 
9 ° 



f START ^\ 
^ UNLOAD KEY J 



DISPLAY UNLOAD KEY 
USER INTERFACE 



160 



DETECT KEY 



f 



162 



SELECT KEY 



164 



UNLOAD KEY 



166 



STORE DATA UNLOADED 
FROM KEY 







168 



RETURN 



FIG. 15 



I UNLOAD KEYS 



KEY ID 
NUMBERS 
K0001 
K0002 
K0003 
K0014 
K0015 
K0016 
K0017 
K0018 
K0019 
K0020 



UNLOADING STATUS 



UNLOADING KEY K0014 

150 RECORDS UNLOADED FROM KEY K0014 

KEY K0014 HISTORY CLEARED 



HELP 



GO 



CANCEL 



FIG. 16 



□ 



fu 

» 

o 



ry 
in 
o 



START 
.GENERATE REPORT^ 



1 


r 


DISPLAY REPORT USER 
INTERFACE 




r 


OBTAIN REPORT 
SELECTION 






GENERATE REPORT 




r 


DISPLAY REPORT 


1 


r 



RETURN 



180 



182 



184 



186 



FIG. 17 



# 



• 



REPORTS 



-REPORT TYPE- 



C DETAIL BY KEY (? BY MACHINE BY EMPLOYEE 



START DATE NOVEMBER 1 , 1 999 



.▼J 



STOP DATE NOVEMBER 30, 1 999 



HELP 



GO 



CANCEL 



FIG. 18 



4 



I REPORTS 



DATE 


MACHINE ASSET NUMBER 


EMP. NUMBER 


KEY ID 


TIME 


11/07/99 


SC32014424 


E0004 


K0001 


08:22:00 AM 


11/08/99 


SC32014424 


E0004 


K0001 


08:22:00 AM 


1 1/09/99 


SC32014424 


E0004 


K0001 


06:33:00 AM 


11/10/99 


SC32014424 


E0004 


K0001 


03:55:00 AM 


11/11/99 


SC32014424 


E0004 


K0001 


06:55:00 AM 


11/07/99 


SC32014425 


E0003 


K0002 


10:33:00 AM 


11/08/99 


SC32014425 


E0003 


K0002 


10:33:00 AM 


11/09/99 


SC32014425 


E0003 


K0002 


05:22:00 AM 


11/10/99 


SC32014425 


E0003 


K0002 


12:45:00 PM 


11/11/99 


SC32014425 


E0003 


K0002 


05:22:00 AM 


11/07/99 


SC32014426 


E0002 


K0003 


03:20:00 AM 


11/08/99 


SC32014426 


E0002 


K0003 


09:55:00 AM 


11/09/99 


SC32014426 


E0002 


K0003 


09:55:00 AM, 


11/10/99 


SC32014426 


E0002 


K0003 


04:55:00 AM 


11/11/99 


SC32014426 


E0002 


K0003 


04:33:00 AM 


11/07/99 


SC32014427 


E0001 


K0004 


06:30:00 AM 


11/08/99 


SC32014427 


E0001 


K0004 


01:55:00 AM 


11/09/99 


SC32014427 


E0001 


K0004 


06:47:00 AM 


11/10/99 


SC32014427 


E0001 


K0004 


06:22:00 AM 



CLOSE 



PRINT 



FIG. 19 



